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Abstract: 

This research case uses an extended case study research method and applies a gap analysis approach 

to determine best cyber security risk quantification and minimization practices in the African context, 

especially in the banking industry. The study identifies key cyber security risks in general, and in the 

banking industry in particular from around the world and compares against the African experience to 

identify and describe the gaps. The research then fills the gaps with both preventive and mitigating 

measures as necessary. Similarly, the study identifies key cyber security risk quantification and 

minimization practices in general, but mainly in the banking industry from around the world and 

compares against the African experience to identify and describe the gaps. The research fills the gaps 

with either adaptive or enhancement measures accordingly. Finally, a combination of SWOT analysis 

and a metrics based model for cyber security risk analysis was used to assess and identify strategies 

for risk minimization. Based on these analyses, a case was made on emerging areas of concern for 

African financial institutions with respect to cyber security measures.  

Both primary and secondary data were collected for both quantitative and qualitative analysis 

including descriptive analysis, and trend analysis. Key activities included, a) review of pertinent 

literature inclusive of models and theories; b) development of information collection 

instrument/interview questions; c) collection of information from respondents and documents; d) 

analysis of information inclusive of conclusions and recommendations; e) writing of the draft report 

shared with respondents for reviews and feedback; f) acknowledgement for use of copyrighted 

materials; and g) submission of the report.  

This research revealed a number of insights as summarized below: 

1. Insider threat is the biggest threat facing financial institutions. This is because insider threats 

cause the biggest security losses, are hard to detect, remediate and prosecute. Insiders 

constitute employees, vendors or contractors. 

2. Organizations have in turn deployed various detective and preventive measures to protect 

themselves from cyber-attacks.  

3. Organizations have also adopted various frameworks to streamline their cyber risk 

management processes to benchmark with industry standards. ISO 27001 is the most 

used/adopted industry framework.  

4. Compared to other African regions, in the East African countries context, Central bank 

guidelines have played a key role in enhancing cyber risk management practices in the banking 

sector. This is closely followed by the data protection laws passed within the same countries. 
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These regulations and guidelines outline minimum-security measures that organizations 

should implement to protect customer data and money and hefty penalties have been 

outlined for non-compliance. 

5. Various frameworks have been designed specifically to assist CISOs (Chief Information 

Security Officer) and security teams to quantify their risks and present this data in a clear and 

quantifiable manner. Our case study of a mid-tier bank revealed in-depth analysis of how 

organizations are quantifying their risks using the CVEQ (Cyber Visibility and Exposure 

Quantification) framework. 

6. Based on SWOT analysis, and considering that strengths and weaknesses are internal, it was 

found that the key areas of interest should be overwhelmingly on policy, followed by 

economic factors. Likewise, considering that opportunities and threats are external, it was 

found that the key factors to pay attention to were overwhelmingly technological, followed 

by economic and social factors. 

7. Based on P-PESTEL analysis, it was clear overall, there has been a relatively positive outcome 

given that there were 4 positive outcomes (57.1%), 2 mixed outcomes (28.6%) and 1 negative 

outcome (14.3%). 

Despite these efforts, organizations still face challenges in managing their cyber risks because of 

limited budget for tools and upskilling.  

8. A recent Africa Cybersecurity Report shows that up to 80% of organizations in Africa spend 

less than USD 10,000 on cybersecurity annually. This limits the ability of ICT and Security teams 

to fully equip themselves with tools and skills to anticipate, detect, respond and contain cyber 

threats.  

9. There is an evolving nature of the threats as well as threat ""migration"" whereby, in one 

season there are DDOS attacks, and in the next there is phishing, and when these are 

protected against, the attackers move on to other forms of attack and the cycle continues. 

This ultimately means an organization can never be fully prepared for new attacks.  

The financial sector has always been a primary target for cyberattacks because of the tremendous 

value of the information to which these organizations often have access.  It is therefore imperative 

that cyber risk minimization practices within financial institutions remain resilient to these changing 

threats. To this end, two key revelations are clear. 
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10. Organizations in Africa are faced with numerous attacks against their infrastructure, however, 

with limited budgets to support risk minimization efforts most risk experts are usually unable 

to deploy the right skills and tools. 

11. On a positive note, African organizations have identified methodologies and frameworks for 

minimizing and quantifying their risks within their limited budgets. Our case study revealed 

that there are working models that security and risk experts are utilizing that serve their 

needs. 

Overall, the issue of cyber security risk minimization can be seen as a never-ending issue that African 

organizations have to continuously design new methodologies and models of tackling them. This 

report is therefore suitable for multi-audiences including practitioners, policy makers and 

academicians/researchers interested in understanding and mitigating against such attacks.  

 

Introduction: 
Covid-19 has launched the world into an era where digitization and computing have become 

ubiquitous and fully entrenched in our daily lives, whether at home, work, school or in between (OECD, 

2012).  Human lives are made easier from getting the most out of the available computing power and 

processing. Technology allows focus to be shifted to more important things, such as finding the 

answers to unstructured questions instead of worrying about routine tasks. According to Lohr (2007), 

industries are constantly evolving because of the increasingly more efficient collection of data. This 

can boost worker productivity three to five times more than other investments can. 

However, this also poses many challenges and threats to our society. No matter how secure the 

system is or how many precautions were taken, a computer system is always vulnerable to threats 

(Schofield, 2015). These threats can range from insider attacks to malware intrusions. As computing 

systems are updated by patching up and fixing previous security loopholes, these threats also evolve 

and adapt at the same time to look for new vulnerabilities in the system with which to attack (Ricketts, 

2019). These threats will only become more sophisticated and dangerous as time goes on. This is 

because they too can make use of the latest computing trends, such as machine learning.  

Globally, according to TechJury (2020) as of March 2019, it takes half a year to discover a data breach, 

while every 14 seconds a business becomes victim to a ransomware attack. In 2016, hackers were able 

to exploit the credit cards of 48% of Americans, and by the year 2021, the worldwide cost of cyber-

criminal activities is expected to reach $6 trillion. America is not the only place facing big problems 

with cyber-criminal activities. According to Serianu (2017), in Kenya, there has been an increase in 
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locally engineered malware, and targeted attacks on ATMs and phishing.  In fact, reported cybercrime 

incidents to the police has risen 11%. Between October and December 2019, the National Kenya 

Computer Incident Response Team — Coordination Centre detected 37.1 million cyber threat events 

as compared to 25.2 million cyber threat events detected in the period between July and September 

2019. This was a 47.3% increase as compared to the previous quarter, which was attributed to an 

exponentially high number of malware threats detected (Ngugi, 2020). In a world that is becoming 

more technologically reliant than ever, this poses a growing risk to society.  

This problem also concerns the security of banks and other financial institutions. According to Thomas 

(2019), banks have always been at the forefront of enterprise cybersecurity. Their enormous stores of 

cash and consumer data have made them a top target for hackers. They are of utmost importance 

because of their critical role in the society by facilitating the flow of funds in the economy and ensuring 

that financial resources are allocated efficiently towards promoting economic development and 

growth (Mkwawa, 2018). 

It is practically impossible to create a 100% fully secured system (Ghosemajumder, 2017), and this 

should not be the goal. There will always be a vast array of cyber security risks. It should be the goal 

of organizations and institutions, to understand these risks and vulnerabilities, prepare for them and 

cut down on them (Sobers, 2020). To best counteract cyber security risks in an organization the first 

step should be to establish an information risk management regime that identifies the security risks it 

faces and the policy for dealing with them (Gabel, 2015). 

According to UNECA (2014), Africa experiences numerous cyber security challenges, such as the low 

level of security provisions sufficient to prevent and control technological and informational risks, the 

lack of technical knowledge in terms of cybersecurity and inability to monitor and defend national 

networks. This makes African countries vulnerable to cyberespionage, as well as to incidences of 

cyberterrorism. The cyber security situation in Africa can be analyzed independently and in 

comparison with the situation in other parts of the world so that any gaps may be identified, explored 

and filled. A greater understanding of cyber-security will help African institutions, especially financial 

institutions progress to a point where they can withstand such cyber-attacks. Progress in Africa, as 

well as anywhere in the world, thrives on the discovery, sharing and analysis of information in order 

to create solutions toward a more secure future. 
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Aims: 

The purpose of this study was to determine the best cyber security risk minimization practices in an 

African context, especially within the banking industry. This analysis will be used to advise financial 

institutions on which measures to take in order to enhance their cyber security.  

Research Objectives: 

1. To analyze crucial cyber security risks in general, and in the banking industry, with respect 

to Africa and abroad, in order to identify, explore and provide recommendations for the 

gaps within the cyber security space in Africa. 

2. To investigate emerging areas (best practices) for financial institutions in Africa, in order 

to create adequate cyber security measures. 

3. To analyze crucial cyber security risk quantification and minimization practices in general, 

especially in the banking industry in Africa, in order to identify, explore and fill any gaps 

within the cyber security situation in Africa. 

1) Literature Review: 

1.1 Cyber Security Risks: 

There are numerous examples of literature that can be found on scholarly repositories and beyond 

academic boundaries that will show that each individual country in the world has had its fair share of 

cybersecurity concerns. This can be seen in the PwC's Global Economic Crime Survey report presented 

in figure 1 below (PwC, 2020). Key areas of concern include customer fraud in the financial sector at 

27%, asset misappropriation in the industry, products manufacturing sector at 22%,  and cybercrime 

in the technology, media and telecommunications sector at 20%. 
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Figure 1: The PwC Global Economic Crime and Fraud Surveys’ most disruptive fraud events by industry (PwC, 2020)  

All markets across board have been experiencing an annual increase in successful cybercrimes, though 

it has been usually easier to measure the true cost in developed markets due to having longer 

established cybersecurity guidelines and policies as well as a longer history of having to explain losses 

caused by cybercrimes to regulatory bodies and shareholders (Kshetri, 2019) as evidenced in figure 2 

below.  

Figure 2: The average cost of cybercrime in 254 companies (2016-17). (Accenture & Ponemon Institute, 2018) 
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Figure 2 shows a growing trend of company specific cybercrime average costs from 2016 to 2017 

except for France and Italy where it was constant. The same pattern is reflected in figure 3 based on 

country level average cost of cybercrimes. 

Figure 3: The average annual cost of cybercrime by country (2017-18). (Accenture & Ponemon Institute, 2019) 

Comparing figures 2 and 3 with figure 4, it seems to reveal the relation between the level of 

development and the level of cybercrimes, which too reflects the level of cyber technology 

development. 
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Figure 4: Wannacry Ransomware Attack Coverage (Serianu, 2017a) 

This global map of Wannacry Ransomware Attack corroborates the hypothesis about the relation 

between the level of development and the level of cybercrimes. Hence, the need to anticipate 

cybercrimes in developing African countries given the advancing cyber technology. 

Figure 5: Lazarus Targets (Kaspersky, 2017) 

Kaspersky Lab alleges that it was Bluenoroff (a subgroup of the hacker group Lazarus, which focuses 

on attacking targets with large financial streams such as banks) that had been behind the attack, as 

Lazarus attributed malware was used to compromise the system (Kaspersky, 2017). 
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African institutions are also experiencing heavy losses due to cybercrime, as seen in SERIANUs 2017 

African report that revealed that the continent has had to part with $3.5 Billion in 2017 and the 

estimated number of skilled cybersecurity professionals present to help fight these statistics did not 

exceed 10,000 (Serianu, 2017a). The report described how Kaspersky Labs products blocked 51 million 

attempts to access a phishing page in one quarter of 2017, with 20% of these attacks targeting banks 

and other financial institutions. The Public Likes and D9 Ponzi schemes of Kenya and Tanzania 

respectively, as well as the cryptocurrency frauds of Nigeria, have proven to be costly to the African 

finance sector.  These plots led to the creation of the Nigeria Blockchain Awareness program that 

fights cryptocurrency related crimes. It also led the central banks, capital markets and securities 

organizations of Kenya and Tanzania being more proactive in warning citizens of Ponzi schemes, 

awareness and similar initiatives, which required participation from both parties to truly be effective. 

There are also cases where negligence has been the cause of loss, or failure to vet business partners’ 

cybersecurity practices before allowing them to have access to sensitive information. This has caused 

damages as seen with the statistics revealing third party vendor security to have been the weak link 

that was exploited with several of the 2017 attacks (Serianu, 2017a).  

The SERIANU Kenya 2018 report pointed out that Service Level Agreements (SLAs) and trust/vouching 

may not be enough to protect a business from the threats posed by third part ies which have an 

unfortunate effect of leaving the company liable for the actions of the third party with the data they 

were given access to (Serianu, 2018). This is just an example of one type of cybersecurity risk that is 

posed to developing markets as they try to make advances in business. 

Cyberattacks targeting, as well as originating within, African economies are rising rapidly, and 

cybersecurity legislation and enforcement measures in the continent are gradually improving, which 

is a significant improvement from the recent time when they were needed but non-existent (Kshetri, 

2019). 

1.2 Emerging Areas and Best Practices: 

Cyber security risk minimization best practices are numerous to choose from and though most current 

ones are thorough and satisfactory to protect any ordinary computer-based system, they are not 

robust enough for banks. Systems used by banks are held to higher security standards due to the level 

of dependency that people have on them. It is also important to note that these frameworks serve 

different needs and purposes as respectively indicated below. 

PCIDSS: One such standard is the PCIDSS, which stands for Payment Card Industry Data Security 

Standard. This system was put together by the major brands of credit and debit card providers (Visa, 

MasterCard, American Express, Discover and JCB) to ensure that the platforms they operate on are 
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doing their part to protect their users and their data at the risk of incurring heavy fines directly or 

indirectly through the banks collected funds end up in (ControlScan, 2020). 

ISO: Another well used standard is the International Organization for Standardization (ISO), which 

provides a model to follow in setting up and operating a management system with the combined 

efforts of international organizations, that are both governmental and non-governmental (ISO 27000, 

2018). Information security management systems are the ISOs specialty, but they specifically offer 

guidelines that are strongly recommended, rather than requirements that are enforced (ISO 31000, 

2018). 

NIST: The National Institute of Standards and Technology (NIST) Cybersecurity Framework is yet 

another voluntary standard that is based on existing standards, guidelines and practices to better 

manage and reduce cybersecurity risk. However, it is unique in the sense that it is a federal agency 

commissioned by an Executive Order (13636) to offer guidance on standards that can be applied even 

to critical infrastructure systems (NIST, 2018). 

CIS: The Center for Internet Security (CIS) provides twenty controls sectioned into three categories; 

basic (i.e., controlling admin access), functional (i.e., malware protection) and organizational (i.e., 

incident response and management) controls that can be used to protect organizations from the 

dangers of online usage.  Though there are no repercussions from the CIS for not following the 

guidelines, it is recommended for organizations to be aware of them, as they are helpful to any 

organization that relies on the internet for day-to-day operations (CIS, 2020). 

COBIT: Control Objectives for Information and Related Technologies (COBIT) is yet another well-

rounded IT management framework that helps businesses develop, organize and implement 

strategies around information management and governance, with the latest version including 

guidelines for developing a custom governance system (White, 2019). Accordingly, as per figure 6 

below, and despite their interconnectedness, the most robust systems include the Service Controls 

Framework (SCF) and the National Institute of Standards and Technology (NIST). 

GDPR: The General Data Protection Regulation (GDPR) is the reason that new visitors to web sites get 

informed about cookie storage as a formality. This had quite an impact on the online world by ensuring 

that European users get control over how their data is stored, processed or transmitted which is hard 

to limit to specific geographic boundaries. There are some basic requirements an organization must 

meet to consider themselves compliant with GDPR.  These include: having proper identity and access 

management; ensuring active Data Loss Prevention tools; implementing Encryption and 

Pseudonymization to prevent customer data loss from affecting the customers directly; having an 

incident response plan; ensuring third party vendors are protecting their systems as well; and most 
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importantly having a policy that outlines all the necessary requirements as the GDPR can be 

unforgiving of negligence which can be unearthed by investigations after avoidable incidents occur 

(Cyber GRX, 2018). 

Figure 6 below presents a summary sample of frameworks ranging from those with weaker coverage 

to moderate coverage to robust coverage. 

Figure 6: Framework Coverage Ranges 

1.3 Cyber Security Risk Quantification and Minimization Practices: 

Considering their interconnectedness, ISO 27002 can be considered to be contained within NIST 800-

53 as the fourteen sections of ISO 27002 security controls fit within the twenty-six families of NIST 

800-53 rev4 security controls. The NIST Cybersecurity Framework (CSF) is a subset of NIST 800-53 and 

shares controls found in ISO 27002. The NIST CSF is made up of parts that can be found in both ISO 

27002 and parts of NIST 800-53. The SCF is considered a superset that covers the controls found in 

NIST CSF, ISO 27002, NIST 800-53 and over 100 other laws, regulations and frameworks. Hence, these 

leading cybersecurity frameworks tend to cover the same fundamental building blocks of a 

cybersecurity program, but differ in some content and layout and thus should be selected carefully 

depending on business, industry and regulatory/authoritative requirements (Compliance Forge, 

2020). 
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Figure 7: The “COSO” Cube (I-Sight, 2020) 

The Committee of Sponsoring Organizations of the Treadway Commission (COSO) released a simple 

guide that can assist an organization to create strong and effective internal control systems by 

separating operations, reporting and compliance. As seen in the “coso” cube, an organization seeking 

to adopt this framework sits in the 3rd dimension of it (I-Sight, 2020). 

SERIANU Limited (A Pan African based Cybersecurity analytics and research firm) has its own Cyber-

Risk Visibility and Exposure Quantification Framework (CVEQ Framework) shown in figure 8. The 

framework analyses four dimensions, i.e., risk, controls, visibility and exposure, based on the globally 

accepted credit scoring methodology. Key security performance measures are used to measure cyber 

security posture: Inherent risk statements, maturity statements, visibility statements, deficiency 

statements, incident monitoring statements and exposure statements (Serianu, 2018) as will be 

demonstrated in one of the case studies. 
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Figure 8: The CVEQ Framework (Serianu, 2018) 

Overall, having banking clients use financial services with such standards in place when making their 

transfers, makes the process of minimizing cybersecurity risks easier to implement and establish as a 

new norm whether attempting to try it in developed countries or in developing markets. This study 

provides an overview of the cybersecurity measures in place and commonly used by financial 

institutions. 

2) Methodology: 

The study was carried out using interviews, observations, questionnaires, and case studies. Key 

stakeholders within the banking industry were interviewed. 27 survey questionnaires were collected 

from key stakeholders within the banking sector (see appendix 1 for a detailed profile). Our 

respondents provided insights that span 17 countries, namely Benin, Burkina Faso, Burundi, DRC, 

Djibouti, Ethiopia, Ghana, Kenya, Ivory Coast, Madagascar, Mali, Niger, Rwanda, Senegal, Tanzania, 

Uganda and France. 

As part of our research and analysis process, we conducted two case studies. In the first case, we 

applied our CVEQ Framework to do the assessment. We chose a mid-tier bank that in our view is 

innovative and progressive. It offers a broad range of services, including mobile and internet banking, 

and mobile loans. The selected bank was ideal for providing in-depth insights into its internal risk 

minimization and quantification process because it allowed us to review and understand their key risk 

quantification processes. The second case involved an analysis of 17 banks spread across 16 African 
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countries and 1 in Europe. The goal was to get a regional outlook on the similarities and differences in 

cybersecurity management, regulations and threats. 

Primary and secondary data was collected for both quantitative and qualitative analysis including 

descriptive, trend, and correlation analysis. Key activities conducted include:  

1) Review of pertinent literature inclusive of models and theories;  

2) Development of information collection instrument/interview questions;  

3) Collection of information from respondents and documents;  

4) Analysis of information inclusive of conclusions and recommendations;  

5) Writing of the draft report shared with respondents for reviews and feedback;  

The report findings are suitable for multi-audiences including practitioners, policy makers and 

academics/researchers. 

3)  Cyber Security Risk Analysis 

Cyber security risk analysis looks at the degree of exposure and potential loss that may result from a 

cyber-attack and is often measured as a function of probability, impact and velocity. In the primary 

data collection across banks, the study strived to answer the following questions: 

3.1 What poses the greatest risk to our respondents? 

To answer this question, we asked respondents to rate the impact of risks posed by identified actors 

to which the responses are provided in figure 9. 

Insider threat: 

This was considered the highest risk by our respondents. A number of attacks that have been reported 

have one way or another involved a malicious insider. Organized crime and third parties were the 

second on the list. While insider threats in cyber security are often associated with malicious users, in 

truth, employees, third-parties and organized crime are inadvertently working together and 

advertently causing corporate data breaches and leaks daily. This can also be due to the challenges 

that are unique to the region, as there are political, economic and institutional determinants that 

should be taken into account when developing appropriate legal and regulatory frameworks 

concerning cybersecurity. 
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Figure 9: Impact of Risks by Identified Actors 

Insider threats are the cause of the biggest security breaches, and they are very costly to remediate. 

According to a 2017 Africa Cybersecurity Report, over 50% of attacks involve insiders and the 

estimated remediation costs (remediation costs includes costs related to containing a cyber-attack, 

investigations, data or system recovery, costs due to system downtime and business loss due to 

reputation damage) of $10,000 and more, with an overall estimated cost of cybercrime of USD 290 

million. So, why are insider threats so costly to remediate and so hard to deal with?  

a) Reasons for Insider Threat: 

Our interview session with key industry players revealed the following reasons: 

● Insider threats can go undetected for years  –Insider threats can be very tough to detect, 

which is why they are the most expensive to remediate. 

● It is hard for employers to distinguish harmful actions from regular work  –When an 

employee is working with sensitive data, it is almost impossible to know whether they are 

doing something malicious or not. 

● It is easy for employees to cover their actions – Any tech-savvy employee will know how to 

clean up after themselves by deleting or editing logs making it almost impossible to detect 

them post-factum. 

● It is hard to prove guilt – Even if you do manage to detect malicious actions, employees can 

simply claim that they made a mistake and are let off with warnings on the dangers of 

ignorance. 

  

Malicious 
Insider Misuse, 

20%, 

Organized Crime 
, 18%, 

Third Parties, 
18%, 

Individual 
Hackers, 17%, 

Accidental 
Insider Actions, 

16%,

Competitors, 
10%, 
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b)  Strategies for Responding to Insider Threat Risks: 

The research inquired about the risk minimization and adaptive measures (coping mechanisms to live 

with the risk) that the organizations in scope employ to handle cybersecurity risks. The measures 

included the steps taken to minimize risks as well as control measures.  

Minimization Steps: These are the steps different organizations are taking in order to minimize insider 

threats (Employees, Third-parties) 

1. Background checks: This involves requesting for certificates of good conduct, original copies 

or certificates, referees. Hiring managers are also incorporating technology to thoroughly 

research employees using platforms such as LinkedIn.  

2. Employee Activity Monitoring through regular interactions and progress meetings, but also 

using technologies for activity monitoring for any misuse of company resources.  

3. Segregation of duties and principle of least privilege: The fewer privileged employees you 

have, the easier it is to protect data. Implementing role-based access ensures that an 

organisation limits users to conducting actions that they are authorized to; it also means that 

there are fewer accounts to be hacked and fewer people to make mistakes. This also applies 

to third-parties accessing company data.  

4. Access controls such as unique complex passwords that should not be shared with any other 

accounts and use of two-factor authentication. This protects accounts by requiring a user to 

employ a security token or an additional device to complete authorization.  

5. Employee Awareness that educates employees on why certain security practices are put in 

place and what are the consequences of not following them. Tell employees about phishing 

and various ways to deal with it. If employees know that their actions can affect your bottom 

line, which in turn can jeopardize their income, they will be much more careful when it comes 

to upholding cyber security regulations and practices. 

Control Measures: Frequent controls employed by companies to minimize risks are listed in figure 10. 

On a scale of 1 to 5 where: 

1: Not at all: have not implemented the control  

2: Small extent: in the process of implementing the control  

3: Moderate extent: have implemented the control but not extensively across the organization  

4: Good extent: have implemented the control extensively across the entire organization  

5: Great extent: Gone above and beyond. Can benchmark with industry leaders.   
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Figure 10: Other Controls Employed 

3.1.1 Domain access management 

Domain access management is about defining and managing the roles and access privileges of 

individual network users and the circumstances in which users are granted (or denied) those 

privileges. Those users might be employees or third parties. This is critical in preventing access related 

frauds such as unauthorized access, privilege abuse and lateral movement.  

That said, since the domain access (Active Directory) is central to authorizing users, access, and 

applications throughout an organization, it is a prime target for attackers. If a cyber attacker is able to 

access the AD system, they can potentially access all connected user accounts, databases, 

applications, and all types of information. Therefore, an Active Security compromise, particularly 
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those that are not caught early, can lead to widespread fallout from which it may be difficult to 

recover. 

3.1.2 Network firewall 

This is the first line of defense. Firewalls monitor outbound and inbound activities coming from the 

network for suspicious activities. They even block things that seem dangerous, depending on some 

security rules. They establish the first streak of defense from viruses, malware, and attacks. 

3.1.3 Information security policies 

Apart from being a regulatory requirement, Information security policies support organizations in risk 

management and making decisions. Risks are around us all the time. 

3.1.4 Security education training and awareness 

Humans are the weakest link. With the increased attacks leveraging human weakness such as phishing 

and ransomware attacks, it is critical to train employees how to spot and avert these attacks. That 

said, our analysis also indicated that the majority of organizations have limited budgets to carry out 

intensive training (technical and general). 

3.2 Emerging Areas and Best Practices: 

With respect to emerging areas and best practices, the research collected data on industry 

frameworks that have been adopted along with challenges experienced when managing risks. 

3.2.1 Industry Frameworks that have been adopted by respondents 

Organizations adopt various frameworks to guide their implementation and operations. Our analysis 

sought to establish which of the global standards organizations have adopted. The study asked 

respondents about specific frameworks their organizations adopted.  

Our analysis revealed that all of the organizations surveyed already leverage some type of security 

framework. The frameworks most widely used by respondents include:  

● ISO/IEC 27001/27002; Adopted by organizations specifically seeking to establish and maintain 

the organization’s Information Security Management System. Adoption is voluntary. 

However, central banks such as Bank of Ghana requires member institutions to be ISO 27001 

certified. 

● Payment Card Industry Data Security Standard (PCI DSS);  Adopted by electronic Money 

Issuers and Payment Service Providers. Adoption is voluntary. However, central banks such as 

Bank of Ghana requires member institutions to be certified. 
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● National Institute of Standards and Technology (NIST) Framework for Improving Critical 

Infrastructure Cybersecurity (NIST CSF) - Adopted by organizations specifically seeking to 

establish and maintain the risk management. Adoption is voluntary. (NIST is only mandatory 

for all United States federal agencies as of 2017). 

● SWIFT Customer Security Programme  Launched in 2016 in response to the sophisticated 

cyberattacks on SWIFT users, the Customer Security Programme (CSP) seeks to pragmatically 

enhance cybersecurity hygiene across all users, reduce the risk of cyberattacks and minimise 

the financial impact of fraudulent transactions.   At the very core of the CSP is a set of cyber 

security controls (the 'Customer Security Control Framework' or CSCF) which are based on 

industry-standard frameworks, such as NIST, ISO 27000 and PCI-DSS. This set of controls is 

split into ones that are 'mandatory' and ones that are 'advisory'.  Adopted by financial 

institutions interfacing with the SWIFT network and systems. Adoption and compliance are 

mandatory 

●  

Figure 11: Swift CSP Security Controls Framework (from SWIFT) 2021 

 

While a majority of respondent’s report using more than one security framework, adoption rates for 

individual frameworks vary significantly by organization size, nature of business and compliance 

requirements. Figure 12 shows the extent to which different frameworks and regulations have 

influenced financial institutions.  
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Figure 12: Frameworks and Regulations Influencing Financial Institutions 

 

Based on figure 12 findings, it appears that the data protection laws and central bank guidelines have 

had the greatest impact on financial institutions.  

3.2.2 Challenges Experienced by Respondents in Managing Risk 

In a world of disruptive digital business models and ever-evolving Cyber threats, risk managers find 

new challenges in their bid to reduce or completely mitigate these risks. We asked our respondents 

to describe some of the challenges they experience when handling these cybersecurity risks 

respectively. Several themes emerged. While limited budget allocation for cyber security tools stood 

out by far at slightly below 30%, others included lack of appropriate skills, lack or organizational cyber 

culture and ever-evolving threats all at a little over 10% as reflected in figure 13. 

Interestingly, a recent Africa Cybersecurity Report shows that up to 80% of organizations in Africa 

spend less than USD 10,000 on cybersecurity annually. This limits the ability of ICT and Security teams 

to fully equip themselves with tools and skills to anticipate, detect, respond and contain cyber threats. 

Several areas of concern included the evolving nature of the threats, limited technical skills, the 
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Figure 13: Challenges against Managing Risks. 

Evolving nature of the threats as well as threat ""migration"" (one season there are DDOS attacks, 

the next is phishing, and when those are defended against the attackers move on to other forms of 

attacks and the cycle continues). This ultimately means an organization can never be fully prepared 

for new attacks. 

Limited technical skills to detect and prevent risks. This is a direct impact of limited spending 

budgets. The limited skills also stem from the fact that majority of universities do not offer Cyber 

security courses and for the few that do, the curriculum does not emphasize practical assessment 

of skills needed by employers for security.  

Cybersecurity risks are borderless. For instance, you find Nigerian hackers arrested in Kenya and 
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4) Cyber Risk Quantification and Minimization Practices: 

4.1 Risk Quantification in Financial Sector: 

Cyber risk quantification is a fairly new concept in Africa and in fact globally. Various frameworks have 

been designed specifically to assist CISOs and Security teams to quantify their risks and present this 

data in a clear and quantifiable manner. Having identified key risks that respondents face, the study 

analyzed the different methods they used to measure and quantify these cybersecurity risks 

respectively.  

1. Patch levels on the existing technologies: Quantify how many patches have been applied on 
the existing technologies 

2. Cyber security investment: Quantify how much the organization has spent on Cyber security 

3. Qualitatively (Risk=Threat x Vulnerability)  

4. Routine assessments on the assets: Quantify how many times an assessment has been done 
on the organization’s assets.  

The study further analyzed a case for risk quantification to understand the practices adopted by 

African organizations. The in-depth review of risk quantification practices was therefore focused on 

one organization; a financial institution.  Section 6.2 presents two pertinent case studies for illustrative 

purposes. Due to the sensitivity of the information, the names of the institutions are not provided; 

the cases are based on real data. 

4.2 Two Case Studies: 

4.2.1 Case Study 1: Review of the Security Framework Adopted by a Bank in Kenya 

Background: 

Bank X is a mid-tier bank. The bank has undergone a lot of digital transformation in its operations, 

which in turn increased the bank’s exposure to cyber-attacks. The bank implemented a set of off-the-

rack cybersecurity solutions that unfortunately were unable to block cyber-attacks.  

Despite having invested in tools to prevent attacks, the organization’s CISO could not fully answer the 

following questions from the board: 

1. How vulnerable are we?  

2. How much do we stand to lose?  

3. How much more do we need to spend to secure ourselves from Cyber-attacks?  



 

 24 

This necessitated a different approach to quantifying their risk and exposure to cybercrime. Here is 

their approach to quantifying and analyzing cybersecurity risk and exposure. The organization adopted 

the Cyber Risk Visibility and Exposure Quantification (CVEQ) Framework for its risk quantification. 

Below is a snippet of how the organization quantifies its visibility and exposure to fraud – in particular 

fraud that involves the introduction of rogue devices into the network.  

Quantified Visibility Scoring for the Rogue Device Fraud Scenario : 

The tables below summarize the visibility scoring process for the in-scope control domains  

● Asset Inventory Management 

● Vulnerability Management  

● Fraudulent Transaction Monitoring 

Table 1: Asset Inventory Management 

 

Conclusion - Moderate Visibility: Based on the results above the cumulative visibility for this sub-

domain is moderate due to low visibility in the second sub-control, which is maintaining asset 

inventory information. 

Table 2: Vulnerability Management 

 

Conclusion - High Visibility: Based on the results above, the cumulative visibility for this sub-domain is 

high due to high levels of visibility in the first sub control (run automated vulnerability scanning tools) 

and third sub-control (utilize a risk-rating process). 
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Table 3: Fraud Monitoring 

 

Conclusion - High Visibility: Based on the results above the cumulative visibility for this sub-domain is 

high due to high levels of visibility across all sub controls.  

Overall Conclusion: Based on the visibility scores above there is a high likelihood (87% chance) that 

this organization will detect this attack within reasonable timelines.  

The Outcome: The Risk Quantification assessment report provided the CISO with a clear view of their 

organization’s cyber posture and risk areas that the firm would need to focus on.  Tables 4 and 5 

present as of March 31st 2020 the banks’ risk quantification by assets and liabilities respectively.  

Table 4: Risk Quantification (Assets): 
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Table 5: Risk Quantification (Liabilities) 

 

4.2.2 Case Study 2: A Regional Outlook of African Banks 

Background: 

In this case study, we analyzed 17 banks, i.e., 16 from Africa and 1 from Europe. 

1. Benin 

2. Burkina Faso 

3. Burundi 

4. DRC 

5. Djibouti 

6. Ethiopia 

7. Ghana 

8. Kenya 

9. Ivory Coast 

10. Madagascar 

11. Mali 

12. Niger 

13. Rwanda 

14. Senegal 

15. Tanzania 

16. Uganda 

17. France

The banks were selected based on their similarities in their mode of operation and management. Key 

characteristic among all the banks is that they are all mid-tier banks. These banks have also undergone 

a lot of digital transformation in their operations and are all operating Mobile, ATM and Internet 

Banking infrastructures. 

Regional Outlook: 

The banks reviewed are spread out primarily over three geographically and culturally different 

locations; East Africa, West Africa and Europe. This allowed the research team to gain insights on 

similarities and differences on cybersecurity threats, regulations and controls in these different 

regions. 
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4.3 Similarities in Landscape between East and West Africa Regions 

Adoption of SWIFT Customer Security Controls Framework (CSCF) across all 17 banks analyzed:  

All the 17 banks in scope have adopted the SWIFT Customer Security Controls Framework (CSCF) as of 

September 2020. As part of their SWIFT membership, all 17 banks are obligated to comply with the 

CSCF. All non-compliance is subject to supervisory reporting. 

Adoption of PCI DSS Framework across all 17 Banks analyzed. 

PCIDSS standard implementation is not a mandatory requirement for 16 of the banks in the scope 

countries. However, it is interesting to note that all the 17 banks in scope have adopted PCI Security 

Standards. However, it is important to note that they all are at different maturity rates. The PCI 

framework is used by the banks specifically to protect payment account data throughout the payment 

lifecycle and to enable technology solutions that devalue this data and remove the incentive for 

criminals to steal it. 

a) Business Email Compromise (Phishing) is a common threat across the 17 banks analyzed: 

Business Email Compromise (BEC)—also known as email account compromise (EAC)—was a common 

threat across the banks reviewed. BEC is one of the most financially damaging online crimes. It exploits 

the fact that so many of us rely on email to conduct business—both personal and professional. In a 

BEC scam, criminals send an email message that appears to come from a known source making a 

legitimate request., BEC attackers rely heavily on social engineering tactics to trick unsuspecting 

employees and executives.  Often, they impersonate CEO or any executive authorized to do wire 

transfers.  In addition, fraudsters also carefully research and closely monitor their potential target 

victims and their organizations. 
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Figure 14: Prevalence of cyber security attack 

 

 

4.4 Regional Analysis: 

4.4.1 West Africa Region Analysis 

Our review of West African banks in scope revealed cyber threats and risk governance frameworks 

that plays a key role in their overall Cybersecurity controls implementation and maturity in the region. 

The National Cyber Security Index (a global index, which measures the preparedness of countries to 

prevent cyber threats and manage cyber incidents) provided key insights for specific country level 

analysis and comparison. 

Figure 15: National Cybersecurity Index (Some of the West African Countries in scope) 
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i) Cyber Risk Governance: Other than Ghana and Nigeria, banks in West Africa do not have individual 

Central banks within their specific countries. The Central Bank of West African States (Banque Centrale 

des États de l'Afrique de l'Ouest, BCEAO) is a central bank serving the West African countries, which 

share the common West African CFA franc currency and comprise the West African Economic and 

Monetary Union (UEMOA).  

ii) Awareness within the banking sector: Our interview sessions revealed that there is low 

engagement between the regulators and the banks. This is in part due to the limited proximity of the 

regulator to the banks and the fact that the regulations are not as strict as other parts of the world 

(East Africa and Europe). However, awareness in Ghana is seen to be higher for this region. This is 

evidenced by the security guidelines from the Bank of Ghana, launch of Cyber Security Directive. 

Awareness is also emphasized through the regular reporting of banking fraud. In 2019, the banking 

industry in Ghana reported a total number of 2,295 fraud cases. This continuous engagement has 

heightened the awareness levels and overall resilience. 

iii) Top Threat is Card Fraud: While EMV chip cards are nothing new in other parts of East Africa and 

Europe, the West African region has not formally adopted this technology. For Instance, since 2013, 

banks in Kenya started undergoing a significant payment technology evolution — upgrading from 

magnetic stripe (magstripe) cards to EMV (named for the original developers, Europay, MasterCard, 

Visa).  However, unlike other countries around the world that have transitioned to this form of 

payment technology, the West African region did not enact a “card chip law” to make upgrading 

mandatory. As a result of this act and non-law, many West African banks and merchants have foregone 

updating their payment technology to accept chip cards — leaving them more susceptible to credit 

card fraud. 

4.4.2 East Africa Region Analysis 

i) Cyber Risk Governance: Banks in East Africa are regulated by individual central banks.  Central Banks 

across Africa over the past 3 years have released Cybersecurity guidelines that provide guidance on 

communication, roles and responsibilities for various stakeholders within the organization and 

Incident Escalation and Response. There is a distinct synchronization of these regulations and this 

allows for more pro-activeness. 

Central Banks in this region push financial institutions, mainly banks, to be more secure and report 

cyberattacks. Kenya guidance note requires banks to report cyber breaches within 24 hours.  

The Uganda Bankers Association is developing mandatory security guidelines to enable the member 

banks to establish cyber security capabilities. The Association has set up a cybersecurity Work Stream 

to this effect. The Uganda Bankers Association is in the early stages of building a shared Security 
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Operations Center (SOC) to support the member banks with monitoring threats and responding to 

cyber incidents. 

ii) Awareness within the banking sector: Our interview sessions revealed that there is high 

engagement between the regulators and the banks. The regulators share guidelines and alerts with 

the respective banks.  Awareness training is a requirement from the regulator.  

iii) Mobile Fraud: The number of mobile money agents in Uganda who reported fraud cases in their 

operations stood at 53 per cent of the entire service provider pool compared with agents in Tanzania 

and Kenya who posted 42 per cent and 12 per cent fraud cases respectively in 2015. 

The relatively high mobile money fraud rates recorded in Uganda are mainly blamed on weak internal 

controls, limited training and cyber-based fraudsters. 

Monitoring the controls and reviewing the risks over time is crucial in maintaining an effective risk 

mitigation strategy in mobile money. Examples of controls in mobile money 

Preventive Controls Detective Controls  

1. Control access rights to protect customer information  

2. Segregation of duties to reduce error or fraud on high-risk procedures (e.g., e-money 

reconciliation)  

3. Threshold limits to reduce risk associated with AML/CFT  

4. Customer awareness campaigns to increase customer education and protection  

5. Agent training on acceptable practices and terms and conditions  

6. Employee training on roles and responsibilities 

Detective Controls 

1. Monitor and analyze suspicious activity  

2. Monitor activity on system access  

3. Create robust customer recourse and escalation procedures  

4. Monitor agent transaction activity  

5. SMS alerts to customers  

6. Management review of high-value transactions 
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It should be noted that this is still a real threat for banks in other countries for instance the number of 

people falling victim to fraud by fake mobile money (MoMo) agents is on the rise in Ghana, which is 

now the fastest growing mobile money market. 

iv) SIM Swap Fraud: SIM Swap fraud was a key threat area for East Africa.  Criminals use Mobile 

Banking numbers to steal money from banks by swapping registered numbers without the knowledge 

of the registered owners. They then transfer funds from banks to the swapped numbers, and withdraw 

the stolen monies from mobile money outlets. 

During the year 2019, a number of cybercrimes were committed using pre-registered SIM cards to 

steal money from unsuspecting victims. Uganda Communications Commission as a regulator issued 

directives that all telephone SIM cards must be registered using National Identity cards. Telephone 

companies use agents to register SIM cards and all these agents have been given Biometric machines 

to obtain fingerprints.  

Some unscrupulous telephone company agents fraudulently; 

i. Obtain the biometrics of an unsuspecting person more than once, and 

ii. Obtain multiple copies of the biometrics of an unsuspecting person 

iii. Make several copies of the National Identity card of an unsuspecting person 

iv. Register more than one SIM card in the name of the same unsuspecting person. The agents 

then start selling pre-registered SIM cards to people with criminal intentions. The criminals 

would use the numbers to negotiate ransom, defraud and coordinate their criminal 

activities among themselves. 

The above scenarios violate the directives by the UCC whereby anyone who intends to have SIM card 

should personally appear, his/her biometrics taken, the National ID verified and a copy obtained with 

a passport photograph taken. 

In total 519 fraudulently swapped (duplicated to make two lines with same number to work at the 

same time) pre-registered SIM cards were used to transfer and steal monies from various banks and 

mobile money accounts. Sample cases handled in 2019 included;  

i.  CPS Kampala CRB 1473/2018, Unauthorized Access and Theft of Money amounting Ugx. 

2,600,000,000 from XX1. 

Between 07/09/2018 and 16/09/2018, the float accounts of XX1 were hacked and payments 

amounting to Ugx.2,617,761,200.00 were affected from the float accounts of XX1 (Airtel-

Uganda and MTN-Uganda) on behalf of YY1 Vendors to 83 different ZZ1 and Z2 Mobile money 

accounts without any money being received by XX1 from YY1 Vendors. The beneficiary SIM 
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cards had been registered without the consent of the registered owners.  On interviewing, 

the registered owners had no idea of their SIM cards that received the money.  

ii. CID Headquarters E/369/2018, Unauthorized Access and Theft of Money amounting to Ugx. 

802,000,000 from XX2 Uganda. 

Between March and April 2019, unknown persons gained unauthorized access to XX2 Mobile 

Money Systems and fraudulently transferred the above-mentioned amount of money to 

various XX2 Mobile numbers, which was later withdrawn at different mobile money outlets. 

Investigations established that between 13th March 2019 and 22nd April 2019, 112 XX2 

Subscriber SIM cards were fraudulently swapped where by Ugx. 802,476,500 was fraudulently 

transferred and withdrawn. The owners of the agent SIM cards and beneficiary SIM cards were 

not aware of the received money.  

iii. CID Headquarters GEF 604/2019, Unauthorized Access and Theft of Ugx. 383,000,000 from 

XX3 Bank. 

Between 14th May 2019 and 20th May 2019, unknown persons gained unauthorized access 

to various XX3 Bank Accounts and fraudulently transferred Ugx. 438,000,000 to various ZZ1 

and ZZ2 Mobile numbers, which was later withdrawn at different mobile money outlets. Four 

SIM cards; 0703556811 in the names of JN, 0705172493 in the names of CM, 0751474707 in 

the names of OCM and 0754723608 in the names of AP of the five XX3 affected bank accounts 

were fraudulently swapped without the knowledge of the registered owners between 14th – 

28th May, 2019. Money amounting to Ugx. 543,302,100 was fraudulently transferred 

however because of the freeze on the accounts of the suspected fraudsters, a total of Ugx. 

160,166,003 was salvaged thereby leaving a net loss of Ugx. 383,236,097, which was 

withdrawn using ATM cards and various Mobile Money outlets.  

iv. CPS Kampala 1457/2019, Unauthorized Access and Theft of Ugx. 800,000,000 from XX4.  

Between August and December 2019, Centenary Bank Accounts registered on Mobile banking 

were hacked and money worth Ugx. 800,000,000 was fraudulently transferred to 

approximately 100 SIM cards and withdrawn without the consent of the registered owners. 

The investigations are still on going. 

v. CID Headquarters GEF 705/2019, Unauthorized Access and Theft of Ugx. 116,000,000 from 

XX5.  
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Between May and June 2019, True African systems were hacked and money amounting Ugx. 

116,000,000 was fraudulently transferred to 303 SIM cards (both ZZ1 and ZZ2) and withdrawn 

without the consent of the registered owners. 

 

4.4.3 North African Region Analysis 

According to European Investment Bank report- Banking in Africa: Delivering on Financial Inclusion, 

Supporting Financial Stability, the North African banks are not shying away from developing new 

products and services. The use of mobile payment methods and remote banking services are on a rise 

as these offer a real opportunity for development; however, the rate of growth is still lower compared 

to other regions. Currently, just 3% of the adult population use e-payment services as at 2018. There 

is notable progress, in 2019, Egypt introduced regulations to enhance digital payment processing and 

several institutions adopted e-wallets. 

i) Cyber Risk Governance: In April 2019, the Central Bank of Egypt (CBE) issued Law no. 18/2019, which 

obliges all state authorities, institutions and establishments, which provide services to the public, to 

offer electronic payment methods. Central Bank of Tunisia became the first to launch a Website for 

North Africa’s First Regulatory Sandbox for Fintech Startups. This move makes Tunisia the first country 

in North Africa to launch a Regulatory Sandbox, which is part of efforts to digitize and improve the 

banking process. The Sandbox is an opportunity for dozens of fintech companies to test their 

technological solutions and understand the regulatory requirements in force, in order to promote a 

financial services’ offer adapted to the needs of the market. In the same context, CBE also issued a 

framework for its fintech regulatory sandbox for its innovative financial technology lab (“IFTL”) which 

aims to encourage new fintech solutions in the Egyptian financial and banking sectors. These initiatives 

provide opportunities to mitigate and manage cyber risk. 

ii) Innovations: In terms of innovation, the banking sector in the region has numerous assets. Remote 

banking services and e-banking are emerging against a backdrop of high internet penetration (49%) 

and mobile internet access throughout the region. Banks are increasingly using low-cost digital 

distribution channels that require innovative technologies.  

iii) Mobile Payments: Mobile payment is growing at a slower pace in North Africa than in the rest of 

the continent, except in Egypt where the service has been available since 2013. Tunisia has officially 

adopted mobile payment services under its “Digital Tunisia 2020” national strategic plan. Morocco has 

announced that mobile payment services will be available this year. In Algeria, despite the low card 

and mobile money penetration, there have been positive steps, GIE Monétique (a regulatory and 
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standardization body of the interbank electronic banking system) was established. It aims to promote 

electronic banking and plans to launch mobile payments, which will take advantage of Algeria’s high 

smartphone penetration rate. 

iv) Security Awareness: According to the July 2019 report by Konrad Adenauer Foundation Lebanon 

Office, there is not enough awareness in the public domain within the North African region. Users 

need to understand the devices and systems they are using.  

v) Top threat is lack of awareness: According to the July 2019 report by Konrad Adenauer Foundation 

Lebanon Office, one of the key challenges and threats that institutions in the North Africa regions face 

is that often, they procure systems and products from leading nations (US, China, Russia) that they do 

not fully understand creating new vulnerabilities with these acquisitions. As a result, most inst itutions 

are left defenseless against cyber-attacks even with these tools. 

4.5 Analysis and Discussion: 

The operational environment of the banking industry is determined by internal and external dynamics, 

which have an impact on current and future strategies. An assessment of this environment is therefore 

critical in first understanding the industry is strategic positioning and secondly in charting its strategies 

for improved industry performance. This section presents a summary of various situational analysis 

approaches in three contexts, i.e., 1) SWOT Analysis; 2) P-PESTEL Analysis; and 3) Cyber Security 

Metrics. 

4.5.1 SWOT Analysis 

One of the most basic forms of self-assessment is a SWOT analysis, in which all the features that make 

up an entity and their interaction with the environment are divided into strengths, weaknesses, 

opportunities and threats. In some cases, gap analysis has been compared to SWOT analysis by 

breaking down and defining SWOT strengths as advantages over others, weaknesses as areas in need 

of improvement, opportunities as situations that could be taken advantage of, and threats as external 

factors that could cause harm to an entity (Nishadha, 2018).  

a) Focus Group Insights: 

This study used an internal focus group discussion of three cyber security research experts to provide 

technical insights and three non-cyber security research experts to provide non-technical insights. The 

findings are presented in table 9. 
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Table 9: SWOT Analysis 

Strengths 

Economic (33.3%) 

1.  Cybersecurity Market Growth 
2.  Long term Investor Interest in African technology 

(*Bunifu, first African antivirus developer) 
3.  Cost advantage of skilled-labor i.e., African resources 

are cheaper (600$ per day) compared to Europe/US 
labor 3000$ (per day). 

4.  Finance support from international firms, an interest 
to invest in African tech, Africa as a long term 
opportunity e.g., Bunifu, Cellulant 

Policy (41.7%) 

5.  Availability of cybersecurity regulations and policies  
6.  Cybersecurity Regulation Increase 
7.  International Co-operation (Africa) 
8.  Better coordination of forces (Interpol and local 

agencies) 
9.  Government collaborations such as regional CSIRTs 

and CERTs 

Technology (25%) 

10.  Good network infrastructure (Bandwidth, etc.) 
11.  Speed of adoption of novel technologies in Africa such 

as M-Pesa 
12.  Implementation of innovation hubs that encourage 

technology skills and innovation 

Weakness 

Economic (18.2%) 

1.  Insufficient budgetary allocation for 
cybersecurity measures 

2.  Shortage of trained workforce 

Policy (45.5%) 

3.  Policy/Standards not localized or 
customized to meet local needs. 

4.  Law enforcement/judicial processes 
lagging in investigation and prosecution of 
cybercriminal activities (inability of judicial 
process to understand tech?) 

5.  Law enforcement/judicial process lacking 
in technology awareness 

6.  Abuse of technology by political/law 
enforcement officials (e.g. prioritizing 
offensive tweets) 

7.  Overlapping/fragmentation of 
responsibilities in policy standards (e.g., 
ICTA, CA, NCC) due to lack of 
overarching/reconciled authority 

Technology (18.2%) 

8.  Technology solutions not localized 
9.  Inadequate development and insufficient 

investment of local threat intelligence. 

Awareness (9.1%) 

10.  Inadequate cybersecurity training in 
education Curriculum  

Social (9.1%) 

11.  Cultural lag in English vs Francophone 
regions 

Opportunities 

Economic (41.7%) 

1.  Employment tech-savvy Youth 
2.  Untapped Cybersecurity Market 
3.  Start-ups support through financing 
4.  Increased interest in financial support and investment 

in Africa by international firms to build and support 
African technologies. 

5.  Development of locally relevant products through R & 
D collaborations   

Awareness (16.7%) 

Threats 

Social (40%) 

1.  Educated/Skilled Unemployed Youth 
2.  Lack of cooperation among industry 

players that has also contributed to lack of 
information-sharing  

Technology (60%) 

3.  Lack of uniformity in devices used for 
sensitive data access 

4.  Limited Standardization 
5.  Lack of uniformity and devices used for 

sensitive data (e.g., a bank with good 
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6.  Cybersecurity Information Sharing Communities such 
as public and private partnerships, cross-industry 
partnerships (KBA and Telcos) 

7.  Human capital development 

Technology (25%) 

8.  Cloud-based Solutions (scalability) 
9.  More efficient implementation of R&D solutions 
10.  Research capital development 

Policy (16.7%) 

11.  Regional clusters supported by government structures 
that work together to consolidate localized 
cybersecurity issues (e.g., fraud cases in India; Israel 
and phishing; Nigeria and email fraud)  

12.  Public and private partnerships that augment 
institutions of higher learning curricular to include job 
market realities  

controls but a service provider uses old or 
outdated platforms 

 

 

b) SWOT Analysis Implications: 

The SWOT analysis used a content analysis to first identify thematic statements followed by thematic 

labeling.  Thematic statements were then counted and frequencies calculated. The results revealed 

the following observations. 

Strengths: the key strengths were mostly policy economic and technological in nature, with most of 

them based on policy (41.6%) and economic (33.3%).  

Weaknesses: The nature pf weaknesses constituted economic, policy, technology, awareness and 

social, but dominated primarily by policy (45.4%) with technology and economic constituting 18.2% 

each while awareness and social constituting 9.1% each. 

Opportunities: Economic, awareness, technology and policy with an overwhelming economic 

implication at 41.6% followed by technological at 25% with the remaining two at 16.6% each.  

Threats: The only two types of threats were technological at 60% and social at 40%.  

On the overall therefore, considering that strengths and weaknesses are internal, it seems the key 

factors of interest should be overwhelmingly on policy and followed by economic. Likewise, 

considering that opportunities and threats are external, the key factors to pay attention to are 

overwhelmingly technological, followed by economic and social factors. 

4.5.2 P-PESTEL Analysis 

Further analysis was done using P-PESTEL with the goals of assessing how the external environment 

plays a role in defining the banking industry operations. These are factors that exist in this external 
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environment but which, in one way or the other, influence the activities and programs of the industry. 

These can be grouped as Policy, Political, Economic, Social, Technological, Environmental and Legal (P-

PESTEL) factors.  

a) Focus Group Insights: 

This analysis too was based on an internal focus group discussion of three cyber security research 

experts to provide technical insights and three non-cyber security research experts to provide non-

technical insights. The findings are presented in table 10. 

Table 10: P-PESTEL Analysis 

Factors Description Impact Observations 

Policy ● CMA Whitebox 

● Cybersecurity Policy Growth 
Map (NCSI, ITU, etc.) 

● AU Policy improvement 

● Provides environment to test regulatory 
frameworks before adoption  

● Increased development and 
cybersecurity-related policies growth and 
uptake in Africa 

Continued policy 
improvements. 

(Positive) 

Political ● Political Structure Democracy) 

● Growth of Democratic 
Maturity in Africa 

● Government coordination of 
cybersecurity issues has 
improved 

● Cyber-political propaganda 

● Stable democratic political standpoint has 
fostered intergovernmental and cross 
industry collaborations. 

● Increase and propagation of fake news 

Enhanced 
collaborative 
environment. 

(Positive) 

Economic ● Effects of COVID-19 

● Increased local and foreign 
investment interest in 
investment of Investment 
Interest in African 
technological development 

● High return of investment by 
international investors in 
Africa 

● Growth of Cybersecurity 
opportunities in Africa 

● Increased consumption of e-banking 
services has led to increase of 
cybercriminal attacks 

● Increased cheaper African localized 
cybersecurity solutions 

● Increased financial investments 
movement of funds attracts cybersecurity 
threat actors 

Growing e-
banking sector 
with to 
increased cyber 
risks matched 
with cyber 
mitigation 
solutions. 

(Mixed) 

Social ● Africa has a high youth 
population 

● Awareness through social 
media (e.g., used to issue 
alerts about criminals) 

● Targeted Attacks of social 
groups 

● Fake news (e.g., death of 
Magufuli) 

● Cyberbullying 

● A younger demographic contributes to 
more vibrant, easy adaptive and 
innovative workforce 

● Support of public awareness of 
cybersecurity through social media. 

● Technological consumption especially 
through social media has increased 
incidents of cyberbullying and 
propagation of fake news. 

Vibrant youth 
cyber 
consumers, 
abusers and 
potential fixers. 

(Mixed) 
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Techno-
logical 

● MPESA Effect 

● SIEM Tools 

● 2F-Authentication 

● Passwords 

● SOC (Security Operation 
Centers) in more organizations 
(CVEQ) 

● Due to the M-Pesa effect, Kenya is a 
global leader in mobile banking services 
maintaining longevity and success. 

● Availability of technological tools that 
increase consumer and organizational 
cybersecurity posture such   

● Cybersecurity frameworks that can be 
used to audit and improve organizational 
cybersecurity risk mitigation. 

Rapidly 
increasing 
technological 
advances. 

(Positive) 

Environm
ent 

● Technological Waste 

● Technology has reduced the 
spread of physical money 

● Environmental challenge 
where ICT systems are used to 
manage public resources such 
as electricity, water, 
sanitations 

● Rapid obsolescence of technologies 
and/or dumping of technologies to 
developing and least developed markets. 

● Availability of technologies such as e-
Banking and online banking services have 
reduced loss of money incurred through 
collusions 

● Environmental challenges brought about 
by malicious attacks and tampering of ICT 
systems for instance *ESCOM in South 
Africa, *SCADA device may have been 
tampered with for KPLC when there was a 
nationwide blackout, River Nile dam 
Egypt hack Ethiopia, Westgate, Election 
system tampering. Examples of 
environment affecting cyberattacks. 

Rapidly 
increasing 
environmental 
threats. 

(Negative) 

Legal ● Availability of cybersecurity 
regulations 

● More cases being prosecuted 

● Training and awareness of 
Judiciary  

● Trainings on technology use 

● Cybercriminals can now be prosecuted 
under the Data Protection Act, 2019, and 
Computer Misuse and Cybercrimes Act, 
(2018) 

● Importance of training Judiciary on 
technologies in order to aid in 
understanding of cybercriminal activities, 
and aid in prosecuting cybercrime 
offences. 

Continued 
enhancement of 
the legal system. 

(Positive) 

 

b) PESTEL Analysis Implications: 

The P-PESTEL analysis similarly used content analysis by synthesizing the key statements in the 

description column and in the impacts column to create an overall observational implication in the 

observations’ column. The results were as follows: 

Policy: The policy analysis revealed that there has been continued policy improvements, which is a 

positive outcome. 

Political: The political analysis seemed to indicate an increasingly enhanced collaborative 

environment, which is also a positive outcome. 
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Economic: The economic analysis however showed that there has been a growing e-banking sector 

but with increasing cyber risks, which were in turn, matched with cyber mitigation solutions, hence a 

mixed outcome. 

Social: The social analysis similarly showed a mixed outcome by first revealing existence of vibrant 

youth cyber consumers, but also abusers with great potential fixers.  

Technological: The technological analysis revealed rapidly increasing technological advances, which is 

a positive. 

Environmental: However, the technological analysis revealed rapidly increasing environmental 

threats, which is a negative. 

Legal: Finally, the technological analysis revealed continued enhancement of the legal system, which 

is a positive. 

On the overall, the P-PESTEL analysis revealed a relatively positive outcome given that there were 4 

positive outcomes (57.1%), 2 mixed outcomes (28.6%) and 1 negative outcome (14.3%). 

4.5.3  Cyber Security Metrics 

Once a SWOT and P-PESTEL assessment were completed, the next step in pursuit of development of 

risk minimization strategies was to utilize common cyber security metrics to accurately gauge which 

aspects of security need more attention than others. The OWASP (Open Web Application Security 

Project is a nonprofit foundation that works to improve the security of software) has available 

documentation addressing this on their official website which reveals that metrics are systems of 

related measures that enable quantification of specific characteristics. It also further reveals that 

security metrics enable quantification of the degree of freedom from possibility of suffering damage 

or loss from malicious attacks (Abbadi, 2020).  

The key variables from the various metrics were used in the earlier analysis in sections 5.1 on what 

poses the greatest risk to our respondents; 5.2 on emerging areas and best practices; 6.2.2 on regional 

outlook of African banks; and 6.4 on regional analysis (West Africa, East Africa and North Africa). 

However, most important was the application of our own CVEQ Framework in section 6.2.1 on review 

of the security framework adopted by a bank in Kenya 

Pinchas (2017) argues that important cyber security metrics can be determined through staff actions 

(such as keeping up with documentation and obligations), system or technology events (such as 

software being rolled out with its own cybersecurity safeguards), internal processes (such as 

compliance audits) and external events (logging of attempts to access a system).   



 

 40 

There are other forms of risk analysis tailored for popular cloud services in which customers pay for 

easy to access third party storage space without having to invest in servers of their own. Common risk 

assessment methods cannot be applied to cloud computing systems due to the dynamic state they 

operate under.  This has led to attempts to use a scalable risk assessment model to apply game theory 

as a solution and the results of this experiment reveal who should take responsibility for minimizing 

risk, the cloud provider or tenant of the system (Furuncu & Sogukpinar, 2015).  

 

Concluding Observations and Conclusions: 

1) Summary of Findings: 

The survey, interviews and case research revealed a number of insights as summarized below: 

Insider threat is the biggest threat facing financial institutions. This is because insider threats cause 

the biggest security losses, are hard to detect, remediate and prosecute. Insiders constitute 

employees, vendors or contractors. Other threats include organized crime, which has seen an increase 

in not only geographical reach but also number collusion with malicious insiders to launch 

sophisticated attacks. 

In response, organizations have in turn deployed various detective and preventive measures to deter 

and protect their crown jewels from cyber-attacks. These include deployment of critical security tools 

such as Active Directory for managing the roles and privileges of individual network users and the 

circumstances in which users are granted (or denied) those privileges. Network firewalls to monitor 

outbound and inbound activities coming from the network for suspicious activities.  

Other process controls deployed by organizations include formulation and implementation of 

Information Security Policies to support risk management and security education training and 

awareness. 

Organizations have also adopted various frameworks to streamline their cyber risk management 

processes to benchmark with industry standards.  

 The Central bank guidelines have had the greatest impact on financial institutions. This is closely 

followed by the data protection act. These regulations and guidelines outline minimum-security 

measures that organizations should implement to protect customer data and money and hefty 

penalties have been outlined for non-compliance. 
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This shift in regulatory demands has made boards and organizations become more aware of cyber 

threats, consequently, there has been an increased need for CISOs to fully quantify and explain the 

organizations cybersecurity posture and exposures. Organizations are now seeking ways to quantify 

their risks. Cyber Risk quantification is a fairly new concept in Africa. Various frameworks have been 

designed specifically to assist CISOs and Security teams to quantify their risks and present this data in 

a clear and quantifiable manner. Our case study of a mid-tier bank revealed in-depth analysis of how 

organizations are quantifying their risks using CVEQ framework.  

Despite these efforts, organizations still face challenges in managing their cyber risks because of 

limited budget for tools and upskilling.  

A recent report Africa Cybersecurity Report shows that up to 80% of organizations in Africa spend less 

than USD 10,000 on cybersecurity annually. This limits the ability of ICT and Security teams to fully 

equip themselves with tools and skills to anticipate, detect, respond and contain cyber threats.  

The evolving nature of the threats as well as threat ""migration"" (one season there are DDOS attacks 

the next is phishing and when those get defended against the attackers move on to other forms of 

attacks and the cycle continues) ultimately means an organization can never be fully prepared for new 

attacks. 

2) Conclusions:  

The financial sector has always been a primary target for cyberattacks because of the tremendous 

value of the information to which these organizations often have access.   

It is therefore imperative that cyber risk minimization practices within financial institutions remain 

resilient to these changing threats. 

Key strides have been made by financial sector including putting in place regulations that enhance 

organizations security posture. 

Organizations are faced with numerous attacks against their infrastructure, however, with limited 

budgets to support risk minimization efforts most risk experts are usually unable to deploy the right 

skills and tools.  

On a positive note, African organizations have identified methodologies and frameworks for 

minimizing and quantifying their risks within their limited budgets. Our case study revealed that there 

are working models that security and risk experts are utilizing that serve their needs.  

Overall, the issue of Cyber security risk minimization can be seen as a never-ending issue that African 

organizations have to continuously design new methodologies and models of tackling.  
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3) Appendices: 

Appendix 1: 

We collected data from 27 respondents spread across different financial institutions: 

Figure 16: Type of Organization, Source: Research Project Data 

Appendix 2: Countries Represented in Survey: 

Country Percentage 

Kenya 68% 

Uganda 20% 

Nigeria 4% 

Ghana 4% 

Cyprus 4% 

Total 100% 

Figure 17: Countries Represented, Source: Research Project Data 

  

52%

19%

19%

7%

4%
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Regulator
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Appendix 3: Gender of Survey Respondents: 

 

Figure 18: Gender of Survey Respondents, Source: Research Project Data 

 

Appendix 4: Regional Analysis Profile: 

Countries that were represented in the regional analysis (16 from African and 1 from Europe.) 

1. Benin 

2. Burkina Faso 

3. Burundi 

4. DRC 

5. Djibouti 

6. Ethiopia 

7. Ghana 

8. Kenya 

9. Ivory Coast 

10. Madagascar 

11. Mali 

12. Niger 

13. Rwanda 

14. Senegal 

15. Tanzania 

16. Uganda 

17. France

Interviews. We interviewed key stakeholders as follows: 

● Kenya Bankers Association Executives 

● Uganda Bankers Association Executives 

● Uganda Police (Cyber Unit) Executives 

● 10 Security professionals from Banks in Uganda 

● 5 Security professionals from Banks in Kenya  

  

Male
90%

Female
10%
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