
Education: Blockchain 101 

ï An introduction to mutual distributed 

ledgers without the cryptocurrencies 



Course agenda 

ÅEstablish endeavour: Course objectives 

ÅAssess & appraise: 

ï Ledgers  

ï Distributed databases 

ï Cryptography & hashes 

ï Cryptocurrencies 

ÅLookaheads & likelihoods: 

ï Types of MDL 

ï Central third parties & natural monopolies 

ÅOptions & outcomes: Mutual distributed ledgers in action 

ÅUnderstanding & undertaking: Applications & óuse casesô 

ÅSecuring & scoring: Possibilities 

 



1976 ï Diffie-Hellman, Merkle, RSA 

1990 ï Mondex, Digicash, Flooz 

1993 ï Encrypted Open Books 

1995 ï Z/Yen Stacks & Sleeves 

1996 ï Ricardo payment system 

1998 ï Wei-Dai b-money, Bitgold 

1999 ï LOCKSS & CLOCKSS 

2000 ï Gnutella  

2004 ï Ripple 

2007 ï Estonia  

2009 ï Bitcoin 

2012 ï Term óblockchainô used  

2013 ï Silk Road, FBI, Alderney coin 

2014 ï Regulators ï Jersey & Alderney, Isle of Man,  

            FATF, ECB, State of New York 

 

 

Mutual distributed ledger timeline 

Å2015 ï IBM-Samsung, Bank of England research 

agenda, UK budget for cryptocurrency standards, 

Barclays, UBS, BNY Mellon, Goldman Sachs, USAA, 

NASDAQ, Honduras land registry, Channel Islands 

Standards for MDLs, Fine (sic) Sign of having arrived 

ï Ripple $700,000, Sign of the Tines ï Bitcoin forking 

hell, Economist Special, FT Special 

Å2016 ï UK government, Blythe Masters DAH, R3, 

SafeShare Insurance, XLRAS, é 

 



What is a ledger? 

Source: https://en.wikipedia.org/wiki/Tally_stick] 

Source: http://www.rootsweb.ancestry.com/~nygreen2/wpeF7.jpg] 

Source: https://en.wikipedia.org/wiki/Ledger]  

ñA ledger is a book, file, or other record of financial transactions.ò 



A ledger of ledgers 

ÅSumerian cuneiform tablets 4th millennium BC 

ÅEarliest tally sticks record amounts, see Pliny the Elder (AD 23-79)  

ÅManucci (1299), double entry book keeping documented in Venice 

by Luca Pacioli in 1484 

ÅLedgers referred to in England in 16th Century AD, in churches 

Å19th century ï financial ledgers widespread 

ÅPunch card (Hollerith), paper tape, magnetic tape, disksé 



Possibly distributively ledgerable 

Area Possible Applications 

Financial 

instruments, 

records, models 

Currency, private and public equities, certificates of deposit, bonds, derivatives, insurance policies, 

voting rights associated with financial instruments, commodities, derivatives, trading records, credit data, 

collateral management, client monies segregation, mortgage or loan records, crowd-funding, P2P lending, 

microfinance, (micro)charity donations, account portability, airmiles & corporate tokens, etc.  

Public records  

Land and property titles, vehicle registries, shipping registries, satellite registries, business license, business 

ownership/incorporation/dissolution records, regulatory records, criminal records, passport, birth/death 

certificates, voting ID, health and safety inspections, tax returns, building and other types of permits, 

court records, government/listed companies/civil society, accounts and annual reports, etc.  

Private records  
Contracts, ID, signature, will, trust, escrow, any other type of classifiable personal data (e.g. physical details, 

date of birth, taste) etc.  

Semi-private/semi-

public records  

High school/university degrees and professional qualifications, grades, certifications, human resources 

records, medical records, accounting records, business transaction records, locational data, delivery records, 

genome and DNA, arbitration, genealogy trees, etc.  

Physical keys  Key to home, hotel, office, car, locker, deposit box, mail box, Internet of Things, etc. 

Intellectual property  
Copyrights, licenses, patents, digital rights management of music, rights management of intellectual property 

such as patents or trademarks, proof of authenticity or authorship, etc.   

Other records  
Cultural, historical events, documentary (e.g. video, photos, audio), (big) data (weather, temperatures, traffic), 

SIM cards, archives, etc.   



Evolution of databases 

IBM Develop Hierarchical Databases to store information, taking advantage of new 

storage capacity, e.g., SABRE, IMS  Network Model also developed, but fails to become 

widely accepted 

Coddôs Relational Databases proposed, allowing search by content and more flexible 

relationships, e.g., INGRES, System R 

Increased computing power allows Relational Databases to become dominant, 

e.g., DB2, PARADOX, RBASE 5000 

Object Oriented Databases followed by Internet Database Connectors allow different 

types of data to be stored and queried, e.g., Oracle, Access, ODBC 

NoSQL ï high performance, highly scalable, denormalized data takes advantage of 

distributed storage and fast connections, e.g., Cassandra, HBase, Neo4j 

1960s:  

1970s:  

1980s:  

1990s:  

2000s:  



Using Peer to Peer (P2P) Networks 

Source: Nick Williamson, ñWhat Is A Blockchain?ò (12 April 2015) - http://blog.credits.vision/what-is-a-blockchain/ 



Three types of document transformation 

Type Use Result? Reversible? 

Compression 
Storing and exchanging 

large files 

Variable 

length 
YES 

Hashing 

To create an empirically 

unique simplified 

representation of a file 

Fixed length NO 

Encryption 
To prevent unauthorized 

reading of a file 

Variable 

length 
YES 



ÅHash ï transform data into a set of characters of fixed length 

ÅUsed to index data in databases, and also to add extra security 

to encryption 

Simple hash function 



Prototype hash in a register 

Source: http://media.coindesk.com/2015/09/Screenshot-of-an-entry-in-a-basic-prototype-.png 



In hashôtice 

www.longfinance.com 
http://www.longfinance.net/ 

publications.html 
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Hashing 
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ÅEarly encryption examples include Egyptian Cipher in 1900 BC, 

the Caesar Cipher (A=D, B=E, C=F) 

Å20th Century computers allowed for more secure codes and decoding, 

e.g., Enigma 

ÅSymmetric key cryptography required a key to be shared physically  

Å1976 Diffie-Hellman article proposed public-key cryptography, 

removing the need for physical exchange of keys 

Evolution of cryptography 



Encryption ï Simple ciphers 

F G H I J K L M N O P Q R S T U V W X Y Z A B C D E 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

5 Step Shift 

Mutual Distributed Ledgers 

RZYZFQ INXYWNGZYJI QJILJWX 



Encryption ï Symmetric key cryptography 

Source: http://www.gresham.ac.uk/lectures-and-events/cybersecurity-modified-rapture-sir-john-oreilly - February 2016 

Example ï Scrambling 



Public-private key cryptography 

Source: http://www.gresham.ac.uk/lectures-and-events/cybersecurity-modified-rapture-sir-john-oreilly - February 2016 



Public-private key in action: Mailvelope 

CREATE 
KEY 

EXCHANGE 
KEY 

DECRYPT 
EMAIL 

ENCRYPT 
EMAIL 


