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Education: Blockchain 101
I An Introduction to mutual distributed
ledgers without the cryptocurrencies



Course agenda

AEstablish endeavour: Course objectives

AAssess & appraise:

| Ledgers

| Distributed databases

| Cryptography & hashes
| Cryptocurrencies

ALookaheads & likelihoods:

I Types of MDL
| Central third parties & natural monopolies

AOptions & outcomes: Mutual distributed ledgers in action
AUnderstanding & undertaking: Applicat.i
ASecuring & scoring: Possibilities



Mutual distributed ledger timeline

1976 1 Diffie-Hellman, Merkle, RSA A 20151 IBM-Samsung, Bank of England research

. - agenda, UK budget for cryptocurrency standards,
1990 7 Mondex, D h, F

| VIORAeX, LIGILast, Ho0z Barclays, UBS, BNY Mellon, Goldman Sachs, USAA,

19931 Encrypted Open Books NASDAQ, Honduras land registry, Channel Islands
1995 i Z/Yen Stacks & Sleeves Standards for MDLs, Fine (sic) Sign of having arrived
o I Ripple $700,000, Sign of the Tines T Bitcoin forking
19961 Ricardo payment system hell, Economist Special, FT Special
1998 1 Wel-Dal b-money, Bitgold
) A 2016 i UK government, Blythe Masters DAH, R3,
19991 LOCKSS & CLOCKSS SafeSharel nsur ance, XLRAS, é
200071 Gnutella
2004 17 Ripple
2007 17 Estonia °‘ff'f_"”'1 iy
2009 1 Bitcoin

20127 Ter bockechaind used
20131 Silkk Road, FBI, Alderney coin

2014 1 Regulators i Jersey & Alderney, Isle of Man, e e
FATF, ECB, State of New York

intoLondox urance n k h gl l l ncl f I s record sy




What Is a ledger?

Source: https://en.wikipedia.org/wiki/Tally _stick]
Source: http://www.rootsweb.ancestry.com/~nygreen2/wpeF7.jpg]
Source: https://en.wikipedia.org/wiki/Ledger]
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Accounts for Demo

CASH ACCOUNT From|on o103 10 (2020004 | Seect curmen yoar ":-',m:r:m-mm” Fmlresh kst |

©

Actusl (gross) Fiecon  Admin. fured mpit Sirk. fund spll

Dol Payen Reference  Cabagory Amourd Balance (gross) G5Tnet. MonGST.  GS5Tnel, Moo GST. Balance (nel
0.0 0.0{ R 0.00 0.0 0.00 T T
25 WAY b J CRizen Lot 1 levy paDepost S001.00 S00.00|F 000 500,00 0.00 000 500.00
(96 LAy +.I:H:d Insurancs Binsursncs Afinsursncs By =H 00 =5 00| (L] B N o 0| 23 00
31 WA (esbank Corvt Dheit TGont Deit T -252 R 000 252 0.00 000l 22648
<1 m«.r:h-m* 4 cound SerlAccoun Ser 500 23 48[ 000 500 0.00 ooo| 2234e
31 MY (Hetbank frierest  [Bank inderesd 052 24 00| 000 0.52 0.00 poo| .00
5 JUN O3 [Ciarkes Grounads |Grourds WailGrourds Wi 3000 194 00| 000 30,00 000 Do0f  104.00
10 N DfElecirical ErgreefRepiace b [Ehukdng Mar| -2 50 171 40| 0.0 2D 000 poo| 17140
11 JUL CfLeyvy crac iransiLot 1 crechl {fLevy crech | 000 171 40| 0o0| 250000 0.00 25000 17140
10 OCT (L Leahy Terror PayouBank Transtd 100000 171 40 0% () 0080 000 ou00| 1060.43
10 OCT DF encies LipstardBrck e PasinfF encing 12000 1051 40| 0.00 0.00 000| -12000| 95049
16 OCT O P D Jskesen |Lot 1 levy palDepost 40000 1451 40| ) 000 353 64 oon| 132443
£ MOV 036 P D Jsieson Lot 1 levy pagDepost =00 1476.40| 000 0.00 273 0.00| 139665
11 MOV Qi P D Jakestn Lot 1 levy paiDepost 500 14t 40| 0.0 000 455 00| 135141
of Edtrow [ & Roceis vy |[ & Bl pay oy Ledhger ]|_q; Statemerd || o Bonk depost || G Strelwware

[ G oen | &7 oot | Lotger row |[ <y Reconchubon || o3 Term depost | &3 Bk scoourd




A ledger of ledgers

ASumerian cuneiform tablets 4th millennium BC
AEarliest tally sticks record amounts, see Pliny the Elder (AD 23-79)

AManucci (1299), double entry book keeping documented in Venice
by Luca Pacioli in 1484

ALedgers referred to in England in 16th Century AD, in churches
A19t% century T financial ledgers widespread

APunch card (Hollerith), paper tape, ma



Possibly distributively ledgerable

Currency, private and public equities, certificates of deposit, bonds, derivatives, insurance policies,

voting rights associated with financial instruments, commodities, derivatives, trading records, credit data,
collateral management, client monies segregation, mortgage or loan records, crowd-funding, P2P lending,
microfinance, (micro)charity donations, account portability, airmiles & corporate tokens, etc.

Financial
Instruments,
records, models

Land and property titles, vehicle registries, shipping reqgistries, satellite registries, business license, business
ownership/incorporation/dissolution records, regulatory records, criminal records, passport, birth/death
certificates, voting ID, health and safety inspections, tax returns, building and other types of permits,

court records, government/listed companies/civil society, accounts and annual reports, etc.

: Contracts, ID, signature, will, trust, escrow, any other type of classifiable personal data (e.g. physical detalls,
Private records .
date of birth, taste) etc.

High school/university degrees and professional qualifications, grades, certifications, human resources
records, medical records, accounting records, business transaction records, locational data, delivery records,
genome and DNA, arbitration, genealogy trees, etc.

Physical keys Key to home, hotel, office, car, locker, deposit box, malil box, Internet of Things, etc.

Copyrights, licenses, patents, digital rights management of music, rights management of intellectual property
Intellectual property - .

such as patents or trademarks, proof of authenticity or authorship, etc.

Cultural, historical events, documentary (e.g. video, photos, audio), (big) data (weather, temperatures, traffic),
Other records .
SIM cards, archives, etc.

Public records

Semi-private/semi-
public records




Evolution of databases

1960s:

1970s:

1980s:

1990s:

2000s:

IBM Develop Hierarchical Databases to store information, taking advantage of new
storage capacity, e.g., SABRE, IMS Network Model also developed, but fails to become
widely accepted

C o d dRelational Databases proposed, allowing search by content and more flexible
relationships, e.g., INGRES, System R

Increased computing power allows Relational Databases to become dominant,
e.g., DB2, PARADOX, RBASE 5000

Object Oriented Databases followed by Internet Database Connectors allow different
types of data to be stored and gueried, e.g., Oracle, Access, ODBC

NoSQL T high performance, highly scalable, denormalized data takes advantage of
distributed storage and fast connections, e.g., Cassandra, HBase, Neo4;



Using Peer to Peer (P2P) Networks

Centralised

Decentralised Distributed

napsterm gnutella

i | IBlockahan® o, ( A Wh & phttp:/log&reditbvision/what-is-a-blockchain/




Three types of document transformation

_

Storing and exchanging Variable

Compression arge files length

To create an empirically
Hashing uniqgue simplified Fixed length NO
representation of a file

To prevent unauthorized Variable

reading of a file length TES

Encryption




Simple hash function

AHash i transform data into a set of characters of fixed length

AUsed to index data in databases, and also to add extra security
to encryption

hash
keys function hashes

Qo

0=

05

15



Prototype hash In a register

- m This is a prototy.

#5i School Regetr

m Thia a n ooick=e

City of London S

An entry in the School register
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Source: http://media.coindesk.com/2015/09/Screenshot-of-an-entry-in-a-basic-prototype-.png



Inhashotil ce

http://www.longfinance.net/
publications.html

www.longfinance.com

Goeyg e bitly
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YES
NO

GOO.GL TinyURL Original URL
slelo Mo VLTI  tinyurl.com/h7ab2lh bit.ly/211h1f] www.longfinance.net

sfeloMe|/0INERSYEY tinyurl.com/jgadrh5 bit.ly/21bedZt www.longfinance.net/publications

goo.gl/7ctZo tinyurl.com/2c3vo6 bit.ly/1DTsoao www.bankofengland.co.uk




Evolution of cryptography

AEarly encryption examples include Egyptian Cipher in 1900 BC,
the Caesar Cipher (A=D, B=E, C=F)

A20th Century computers allowed for more secure codes and decoding,
e.d., Enigma

ASymmetric key cryptography required a key to be shared physically

A1976 Diffie-Hellman article proposed public-key cryptography,
removing the need for physical exchange of keys



Encryption T Simple ciphers

Mutual Distributed Ledgers

ABCDEFGHIJKLMNOPQRSTUVWXY/Z

FGHIJKLMNOPQRSTUVWXYZABCDE

5 Step Shift

RZYZFQ INXYWNGZYJI QJILIJWX



Encryption T Symmetric key cryptography

, Recovered
Plain text Plain text
message Cipher text message
A: Alice > : » D >  B:Bob
|
|
|
|
v
E: Eve
Secret Secret
Key Key
At the transmutter
Message digts: 135267 8
Fandom digits: 9046318
Addition gives: 039893806, Scrambled message
Ar the recerver
Scrambled message: 03989086
FRandom digirs: 046318
Subtraction gives: 135267 8, Recovered ‘plamn text’ message

Source: http://lwww.gresham.ac.uk/lectures-and-events/cybersecurity-modified-rapture-sir-john-oreilly - February 2016



Public-private key cryptography

A Alice

Source: http://www.gresham.ac.uk/lectures-an

Plain text
MESSdEL

d-events

P: Baob's
Public Key

/cybersecurity-modified-rapture-sir-john-oreilly - February 2016

Cipher text

E:

]
|
|
|
|
!
¥
E

Ve

Recovered

5: Bob's
secret Key

Plain text
message

B: Bob



Public-private key in action: Mailvelope

DECRYPT
EMAIL



