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US/China agreement  
(September 2015) 



G20 agreement  
(November 2015) 



G20 agreement  
(November 2015) 



Actions speak louder than words 



Carnegie’s proposal: 

A cyber agreement to protect the stability of the  

global financial system against cyber threats 



G20 Finance Ministers and Central Bank Governors 



G20 Finance Ministers and Central Bank Governors 



Germany’s Finance Minister speaking at Carnegie 



Why focus on the financial system? 

• The financial system is different from other critical infrastructures    such 
as the electrical grid or transportation system because of its    global 
interdependence 
 

• The source of a contagion and financial instability can be unexpected and 
from a single institution or other smaller players in the system 

  

oUnexpected contagion effect resulting from collapse of a single financial 
institution: Lehman Brothers in 2007 
 

oUnexpected contagion effect from small player in global system: collapse 
of Thai baht triggering 1997 Asian financial crisis 



Growing threat to countries around the world 

2016 Bangladesh Central Bank heist based on credential theft 

In February 2016, media reported that hackers had breached the network of the Bangladesh Central Bank and sent 35 fraudulent 
transfer requests to the Federal Reserve Bank of New York, totaling nearly USD 1 billion. Four of these fraudulent requests 
succeeded and the hackers were able to transfer USD 81 million to accounts in the Philippines, representing one of the largest 
bank thefts in history.  

 

2015 malware currency manipulation through Russian bank 

Russian-language hackers hacked into the computer systems of Russian-based Energobank starting in September of 2014. They 
were able to harvest credentials, launch their own trading software, and on February 27, 2015, they placed more than $500 
million in orders at non-market rates that caused the exchange rate to swing with extreme volatility between 55 and 66 rubles 
per dollar for a period of 14 minutes. Energobank has claimed losses of $3.2 million due to the trades. 

 

2013 disk-wiping attack on South Korean banks 

“Dark Seoul” malware against the computer networks of three South Korean banks – Shinhan Bank, Nonghyup, and Jeju – 
resulting in data deletion and disruptions to ATMs and mobile payment systems. Shinhan Bank’s internet banking servers were 
temporarily blocked for part of the day leaving customers unable to perform online transactions, while operations at some 
branches of NongHyup and Jeju banks were paralyzed for two hours after the virus erased files on the infected computers. 



Proposed norm  
(to apply in peace and war time) 

 

• A State must not conduct or knowingly support any activity that intentionally manipulates the 
integrity of financial institutions’ data (and algorithms) wherever they are stored. 

 

This principle comprises two ancillary obligations: 
 

• To the extent permitted by law, a State must respond promptly to appropriate requests by another 
State to mitigate activities manipulating the integrity of financial institutions’ data (and algorithms) 
when such activities are passing through or emanating from its territory or perpetrated by its 
citizens. 
 

• “States must not use proxies to commit internationally wrongful acts using ICTs, and should seek to 
ensure that their territory is not used by non-State actors to commit such acts.” 



Objectives 

 

• Send a clear signal that the stability of the global financial system depends on preserving the integrity 
of financial data in peacetime and during war and that the international community considers the 
latter off limits;  

  

• Build confidence among states that already practice restraint in this domain, and thereby increase 
their leverage to mobilize the international community in case the norm is violated;  

  

• Create political momentum for greater collaboration to tackle nonstate actors who target financial 
institutions with cyber-enabled means; and 

  

• Complement and enhance existing agreements and efforts, namely the 2015 G20 statement, 2015 
UNGGE report, the 2016 cyber guidance from the Committee on Payments and Market Infrastructures 
and the International Organization of Securities Commissions (CPMI-IOSCO), and the 2017 stock-
taking exercise by the Financial Stability Board 



Three mutually reinforcing pillars 



ISO 27000 definition of ‘information security’ 

 

Preservation of availability, confidentiality, and integrity of information 
 



Open questions 

• Given the potential significant effect for the system at large if certain data and systems are 
unavailable, how can availability be added and combined with the focus on the integrity of data in a 
meaningful framing and description?  

 

• When an incident occurs involving the manipulation of the integrity of a financial institution’s data, 
what cooperation are states expected to provide?  

 

• What constitutes “financial institution?” Banks, stock markets, clearing houses, and/or insurers? 
Should all financial institutions be included or only systemically important ones at the global and 
national levels? 

 

• Would the norm apply only among states who agree to accept it, or would those who accept the norm 
be obligated to apply its requirements and limitations even in the absence of a reciprocal 
commitment? How can states that are not members of the G20 become part of the agreement? 

 

 



Reactions 
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www.protectingfinancialstability.org  
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